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A Module-bhased System for Measuring Similarity of Windows
Executable Files
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Abstract

This paper presents an effective system to measure and compare similarity between Microsoft Windows
executable files. When a user inputs two target binary programs in the web interface, the system computes
the similarity between them and shows the results. We currently implement four algorithms (modules) for
measuring similarity of Windows executable files, and a user can obtain the similarity computed using each
algorithm. Our system also provides an integrated similarity measure that quantifies the similarity between two
files using the four algorithms at the same time. For the integrated similarity measure, a user can assign a
weight for each algorithm. Since we develop each algorithm as an extensible module, it is easy to improve

an algorithm or add a new one.
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